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Red Zone Cybersecurity Commissioning 
for Design & Construction Projects

Red Zone Cybersecurity Commissioning (CyCx) is a method of evaluating
whether the cybersecurity controls applied to a Facility Related Control
System (FRCS) meet contract requirements using UFC and UFGS guides.

• UFC 4-10-06 Cybersecurity for Facility Related Control System (FRCS) 

• UFGS 25-05-11 Guide Specification for Cybersecurity for FRCS

NAVFAC SE developed a FRCS Cybersecurity Commissioning (CyCx)
Checklist derived from the UFGS 25-05-11 to track contract compliance.
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Cybersecurity of Facility Related Control Systems: 
UFC 4-010-06 

Update published 10-October-2023

Unified Facilities Criteria (UFC)
− Provides planning, design, construction, sustainment, 

restoration, and modernization criteria. 
− Applies to the Military Departments, the Defense Agencies, 

and the DoD Field Activities
− Used for all DoD projects and work for other customers 

where appropriate

• Integrates only a subset of Risk Management Framework 
(RMF) requirements for facility-related control systems

• Applies to all new construction and repair projects

• Narrows RMF Focus to design only and not system life cycle
• 4-010-06 provides:

• Guidance to Designers-of-Record
• Information intended for Designers-of-Record
• Cyber Impact Levels of Confidentiality, Integrity, & Availability 

(C-I-A) Guidance for impact rating
• Detailed guidance for LOW and MODERATE impact systems
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• Update published August 2023
• Whole Building Design Guide 

(www.wbdg.org)
• Consolidated all cybersecurity 

submittals into one specification
• Includes requirements to submit for 

contractual fulfillment by implementing  
cybersecurity into facility related 
controlled systems construction projects

• Requires security control submittals to 
be properly answered

Cybersecurity of Facility Related Control Systems: 
UFGS 25 05 11 
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Red Zone Cybersecurity Commissioning 
For Facility-Related Control Systems

FY15 FY16

CYBERSECURITY

…

UFGS 25 05 11UFC 4-010-06

CYBERSECURITY

…

Cybersecurity Technical 
Requirements

Contract 
Specifications

Cybersecurity Criteria Should Be Included In Contract Specifications 
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Red Zone Commissioning Process
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BRIEFING NOTES: 
This is the overall process flow that will be executed by CIO during the construction phase
Coordination is crucial throughout this phase to ensure submittals are received and reviewed in a timely fashion
Final FRCS CS compliance assessment to be completed prior to BOD




Pre-Red Zone Commissioning Process 
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BRIEFING NOTES: 
CIO attends CyCx Construction Coordination Meeting and provides FRCS CyCx template based off project’s 25-05-11 specifications
As project moves forward, CIO will continually update the FRCS CyCx Checklist as submittals are received and reviewed
As Red Zone date approaches, CIO will schedule and execute a CyCx Red Zone Assessment on-site visit to assess cybersecurity control implementation



NAVFAC FRCS CyCx Checklist

• Based on the UFGS 25-05-11

• A technical snapshot of the FRCS 
CS readiness status

• Workbook consists of:
– Instructions
– CyCx Checklist Data
– Required Submittals
– Red Zone After Action Report
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NAVFAC FRCS CyCx Checklist Example:
Control Implementation Assessment
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BRIEFING NOTES: 
1) FRCS CyCx template is based off project’s 25-05-11 specifications for each FRCS
2) Status and comments field completed upon onsite review
3) This is based off the control being implemented without hindering the operational functions of the FRCS



NAVFAC FRCS CyCx Checklist Example: 
Submittals
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BRIEFING NOTES: 
1) This checklist updated as submittals are received and reviewed
2) Inputs will match what is provided in eCMS




NAVFAC FRCS CyCx Checklist Example: 
Red Zone After Action Report
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BRIEFING NOTES: 
1) This checklist is completed for each 25-05-11 and FRCS
2) Completed after on-site assessment visit



Close-Out Red Zone Commissioning Process

13

Presenter
Presentation Notes
BRIEFING NOTES: 
1) CIO attends CyCx Construction Coordination Meeting and provides FRCS CyCx template based off project’s 25-05-11 specifications
2) As project moves forward, CIO will continually update the FRCS CyCx Checklist as submittals are received and reviewed
3) As Red Zone date approaches, CIO will schedule and execute a CyCx Red Zone Assessment on-site visit to assess implementation of required controls




CyCx Close-out Memorandum

• Provides a close-out letter to 
the System Owner

• Addresses FRCS concerns 
related to residual risk and 
completion of commissioning

• Informs the System Owner of 
overall cybersecurity 
compliance prior to beneficial 
occupancy date (BOD)

• Provided to the Construction 
Manager for inclusion with 
Acceptance Testing Results
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Red Zone CyCx Review
Red Zone Cybersecurity Commissioning (CyCx) is a method of
evaluating whether the cybersecurity controls applied to a Facility
Related Control System (FRCS) meet contract requirements using
UFC and UFGS guides.

What Does Red Zone Cybersecurity Commissioning Accomplish?

• Helps determines what security controls are required by the contract and builds a CyCx 
Checklist specific to that contract

• Tracks Cybersecurity controls implementation through the use of the CyCx Checklist

• Provides an “After Action Report” after a Red Zone On-Site Assessment is performed

• Final Acceptance Testing is Performed in preparation for RZ close out

• Close Out Memo is provided to the System Owner at the end of the Red Zone 
Commissioning process outlining the overall cybersecurity contract compliance
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Questions?
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